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Human Nature and
Organized Crime
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Human Nature and
Organized Crime

Think before you react

Avoid social
engineering traps
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Risk Due To:

+1(902) 401-2302

Risk Reduction: L
Hey - How's it going.

Sorry | haven't been in

touch lately. Things have
been

really crazy out here. Even
just closed on a house! I'm so
excited.



Risk Due To:

g Q)

$ 0.00 USD

C

FAYOURITES

Risk Reduction: -

Ethereum $4.253.29
(S

sell USDT

Fiat Wallet

Cardano

\

Crypto.com Con 80,2046

-

0P CAINERS &

Frax Share
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Risk Due To:

RiIsk Reduction:
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RiIsk Due To:

RiIsk Reduction
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Ces Import

Important Password validation

Microsoft-Support@gmail.com

BS

To: © tony@peuenmpact.com

— T el — —
- = — e — e — — =

ActireRaguired: betterimpact.com -(tony@betterimpact.co




Phishing and Smishing
Attempts <® 9

+1(902) 401-2302 -

Examine carefully Sun Mar 1”‘

Think before you react

Tonia, you Stl" have $130
A 2 .. AZ0) -_,_

< v Afzc.|
W a you
eXle’ eS Oy

03/22vafzc.infof

Better Software
Better Support




Text Message
Sat, Jan 18, 7:39 AM

Phishing and Smishing

S Hello mate, your FEDEX
package with tracking
code GB-6412-GH83 is
Think before you react waiting for you to set

Examine carefully

arence
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- - — == ~
= —— -
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Better Software
Better Support



Dear Scotia Client,
Risk Due To:
We're reaching out to you
today concerning

| | unusual activity
Risk Reduction: _coppactadto ourcard

ndln in 4536**
Sco 1a Bank, your
account's safety is our
highest concern, and we
Implore you to promptly
authenticate your
banking detalls. We have

Erovided a secure




Phishing and Smishing sxt Message
Attempts bl

Examine carefully o client #: +1 905-407- %

Think before you react T
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From: Tony Goodrow(<richhommiewalleh@gmail.com>
ST B i allge)] Date: Monday, September 25, 2C

Attempts To: Better Impact Security
Subject: Task
Louis,

Examine carefully Happy new week!

Kindly respond with your cell numbegTneed an assignment done really qﬁ-'i;::kly, nd

please keep an eye out for my text. Tha

Tony
Goodrow

Think before you react

DY




Phishing and Smishing
Attempts

Louis Honeypot  (He/Him)

Examine carefully

Show your pronouns on your profile to let others know how to X ’ Ridgebowl College
refer to you. '

Think before you react

Junior Business Analyst at Better Impact Inc.
Hamilton, Ontario, Canada - Contact info

2 connections

Add profile section

) /




Safari File Edit View History Bookmarks Window Help & zoom @ B © & - Mon Apr 15 10:12PM

Risk Due To: oo o =
N o= -

Pet Space Animal Shelter

RiIsk Reduction
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DMCA Copyright Infringement Notice

O Alan Young | Commonwealth Legal <alan@commonwealth-team.net>
To: © Tony Goodrow

Phishing and Smishing

Att el p tS Dear owner of https://www.betterimpact.com/volunteer-software-roi-calculator,

We're reaching out on behalf of the Intellectual Property Division of
a notable entity, in relation to an image connected to our associated
client.

Examine carefull y Image Reference: https://i.imgur.com/JfFlaQX.png

Image Placement: https://www.betterimpact.com/volunteer-software-roi-calculator

Th | N k b efO re yO U reaCt We've observed the above image being used at the above specified

placement. We are emailing you to insist our client is correctly credited. A
visible link is necessary, placed either below the image or in the page's
footer. This needs to be addressed within the next five business days.

We're sure you recognize the urgency of this request. Kindly

understand that simply removing the image does not rectify the issue. Should we
not see appropriate action within the given timeframe, we will reference

case No. 84531 and implement legal proceedings as outlined in DMCA Section
512(c).

For your convenience, past usage records can be reviewed using the
Wayback Machine at https://web.archive.org, the main recognized digital web

Aarmabivea

Better Software
Better Support




Risk Due To:

RiIsk Reduction:

® @ & Commonwealth Legal Service X © 3909 N 16th St - Google Ma; X  +

€ > ¢ =

@ My files - OneDrive

3909 N 16th St

ix, Arizona

IdYivL N

google.com/maps/place/3909+N+16th+St+4th+floor,+Phoenix,+AZ+85016,+USA/@33.4928543,-112.0476781,3a,75y,93.84h,90t/data=!3m6!1e1... ¥ % @ Gh )

@ Home - Home

£’ Home | Better Imp...

Y5 Reports dashboard ScaleXP @ Dashboard - Xero

L% ISMS.online Home...

Super Admin Login

o3¢ Skuad - Pay o
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Risk Due To:

RiIsk Reduction:
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Human Nature and Al

Think before you react

Avoid social
engineering traps

) /

Computer

Human
Interrogator




Risk Due To:

- Speech|fy Studio Text to Speech Al Voice Studio

Products Teams Edu About Login Talk to Sales

Rl S k R e d U Ct| ON: ' ‘ ' y . | \ The#lA!VOlce Over Generator

voice generator for all your content.

Aria ° ‘1 Guy

7
English Female Voice \J English Male Voice

John ° f \ Narrator o
»e
English Male Voice L;"“ riti i

British Male Voice

g RREKK

4
#1in the 250,000+
App Store 5 Star Reviews Tryit for Free
For Magazines Based on iOS,
and Newspaper: Android, and Chrome

Use Speechify Voice
Over!
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Risk Due To:

Risk Reduction
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RISk Due 10: of those hacked had passwords shorter than 8
characters. - security.org

Upper and Numbers, Upper Numbers, Upper

Numbers Only Lowercase and Lowercase and Lowercase
Characters Letters

Rl S k Re d u C tl O n Letters Letters Letters, Symbols

Number of Lowercase

1sec e SELS 4 secs
28 secs # 2mins > 5mins

24 mins # 2hours 6 hours
21 hours 5 days - 2 weeks

1 month @& 10months §F

1sec

5secs
52 secs
9mins
1 hour
14 hours
6 days

Chart credit : hivesystems.io/password


http://security.org

: : of the most common passwords can be cracked In
RlSk Due To: <1 second. - Digital Shadows

/ D SN iy

1 123456 -/ 11 123123
Risk Reduction: s 2  passwrd | 12 baseball

3 12345678 N 13 abc123

il qwerty > B’ ‘. 14 football

5 123456789 2395 15 monkey

; 12345 16 letmein

7 1234 17

B 111111 Iy 18 shadow

: 1234567 TS o 19 master

10 dragon 4 20 666666




Risk Due To:

reuse passwords across multiple sites - Google

SHOP ONLINE

=33 Shipping & Spec

Fitness
Clothes

Risk Reduction:

X Linked[f}}
v’ facebook.

V4 (j stagram

v dmMadZon
? Your VMS
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Risk Due To:

of Americans write passwords down - Pew Research

/ e
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Risk Reduction: \/\/ ~ ]
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Careless credentials

Use a strong password

Don’t use a commonly
used password

Never use the same
password on two sites

Don’t write it down

Password Wallets make this easy

o,

1Passw@®

LastPass .-
A
|\ DASHLANE

U bitwarden




Risk Due To:

RiIsk Reduction:
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